o0 Ooredoo 4G (PN 6:13 PM @ 58% @ )

. ¢ angelix G

any help we can

warith 6:11 PV

Ok is there a chance ur company to fund me
back if i prove its the company false ?

o angelix 6:12 PM

| am not responsible to answer that, you have
to ask in support and get an answer from the
management

warith 6:12 PV

| am not sure if the bug was intentionally put
there by ur team or it was a mistake the public
will decide that

angelix 6:12 PM

i am here to help solving and finding the one
responsible for this action

warith 6:12 PV
The support told me u are the cto

angelix 6:12 PM
that's correct

| am responsible for the technological part

warith 6:12 Pm
So hook me to the manager i will talk to him

Write a message 6 $ @ 0
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that's correct
i am responsible for the technological part

warith 6:12 PV
So hook me to the manager i will talk to him

| need my funds back if u can’t decide on that
let the person in charge talk to me

angelix 6:14 PM
| forward your message

in the mean time, if you believe that there is a
security hole in our software, why you are not
disclosing it to protect users?

warith 6:15 PV

Ok just tell them i am willing to help to fix the
issue only if i get assurance my funds will be
returned if i prove it was a mistake on ur wallets

| will disclose it on Tuesday on public why do u
want me to disclose it here if u can't answer me
if my money will be returned

s it only about ur reputation what about my
ife savings?

Since | messaged ur support nota single
message to show that u care about my money
all u want to know is where is the bug !

Write a message C-) $ @ 0
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Responsible for recovering yours funds are the
local authorities. We try to identify how that
happend

warith 6:22 PV

| will make sure everyone who lost in coinomi
finds why and how they lost then u better have
answers for them

| found many claims on google of people
loosing assets the problem they don't know
how it happened now i am telling u its in ur
wallet i lost all my money because of that
someone from ur management has to be held
responsible then i will share it with u or i will
have to share it on public and let authorities
decide

ts ur call u guys decide before Tuesday i will be
waiting and willing to help only if my money is
assured to be returned

angelix 6:26 PM

All those people claiming that they had lost
funds was by not storing the key securely

warith 6:27 PV
Yes this what | thought before checking ur code

©
Write a message C-) $ @ 0
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for what i say u guys have a terrlble bug in ur
wallets that is behind of assets lose

o angelix 6:30 PM

How from a bug someone loses funds?

warith 6:30 PM
How do u loose ur money on atms bugs ?

Same answer applies

angelix 6:31 PM

You said that no-one hacked you, but from an
application bug you lost funds

warith 6:32 PV
Yes

angelix 6:32 PM
Someone stole you, this person is responsible

warith 6:33 PV
|C

o angelix 6:34 PM

| am surprised that you are not trying to identify
that person

warith 6:35 PM
You have his addresses did u identity him ?

S @0
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to your local authorities.

warith 6:37 PV

't will happen i wanted to make sure i talk to u
guys first

ANy ways

angelix 6:38 PM

t's not responsible if you withholding security
informations :(

warith 6:38 PV

To make things simple and clear. Your app has a
security bug that leads to passphrase being
stolen. Now whether that was intentionally or
not | can't decide. What I'm sure about is that
the app has a serious bug and therefore you as
a company behind the app take full
responsibility for not taking proper security
procedure.

| repeat my self | do understand the technical
stuff and | know what I'm saying

| will wait for ur manager to contact me thx

Write a message 6 $ @ 0
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my messages to your management if they have
the intention to take the responsibility once |
share details.

'm pretty sure any person with common sense
will held you responsible.

Meanwhile I'm preparing full public disclosure
and will send a copy to your support (hiding the
details) and wait for you final decision.

angelix 6:54 PM

This is not very responsible, if there is a
problem as you say, you are putting everyone's
funds at risk. As a security researcher you know
that this is not appropriate

warith 7:12 PM

| know my legal rights and you guys don’t want
to be held responsible i am sure in few days
everyone will abandon your wallets its all up to
you all what i am asking to is assurance to get
my assets back if i prove u have a bug that leaks
the passphrase and are refusing so let it go to
public then u can reply to me in public then

Write a message C-) $ @ 0
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you all what | am asking to IS assurance to get
my assets back if i prove u have a bug that leaks
the passphrase and are refusing so let it go to
public then u can reply to me in public then

o angelix 7:14 PM

nttps://en.m.wikipedia.org/wiki/
Responsible_disclosure

warith 7:49 Pv

| think you didn't understand me. No need to
remind me about responsible disclosure. This
bug can't be exploited by random people. It's
meant to be exploited by the people who
introduced it. So now think again of the
responsibility.

In other words all passphrases belongs to a
single entity that's how serious the issue is and
yet you keep reminding me of the public
disclosure. Please understand your
responsibility first!

angelix 7:59 PM

We don't have any seed phrase of that is what
you are implying. We use bitcoinj lib, have you
contact them?

Write a message 6 $ @ 0
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We have a procedure to identify more
important claims.

| the support has to follow the same procedure

warith 8:20 PM

| am not one of those users | know what | am
talking about

angelix 8:21 PM

If what you are claiming is true for sure you are
getting the bounty

But please follow procedure

warith 8:21 PM
Bounty ? What about my assets ?

Will the bounty be enough to cover my lose ?

o angelix 8:22 PM

After all you can release it in public if you thing
that we didint cover you

warith 8:22 PV

So you are giving me the green light to go public
with my findings ?

o angelix 8:23 PM

No, | am saying start the procedure with the
support guys
angelix is typing

Write a message 6 $ @ 0
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After all you can release it in public if you thing
that we didint cover you

warith 8:22 PV

So you are giving me the green light to go public
with my findings ?

o angelix 8:23 PM

No, | am saying start the procedure with the
support guys

warith 8:23 PV
Will the bounty be enough to cover my lose ?

angelix 8:23 PM
They do a kyc, and then make your request

Depends on the actual finding

warith 8:24 PV
Confirm that and i will do the kyc

o angelix 8:24 PM

| dont know exactly

warith 8:25 PV

| need clear answer if my findings proves that ur
wallet leaks passphrase will the bounty cover
my lose ?

angelix is typing

Write a message 6 $ @ 0
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warith 8:24 PV
Confirm that and i will do the kyc

o angelix 8:24 PM

| dont know exactly

warith 8:25 PV

| need clear answer if my findings proves that ur
wallet leaks passphrase will the bounty cover
my lose ?

angelix 8:26 PM

| don't think you have something to loose doing
the kyc. It's not that doing the kyc we forbid you
to release anythibg.

s just to start the procedure
| am just the cto

warith 8:27 PM
Ok answer my question so i can do the kyc

angelix 8:28 PM

| don't want to lie to you. It's not my position in
the company that

warith 8:28 PV

| am ready to do the kyc now with u just answer

my question
angelix is typing

Write a message 6 $ @ 0
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my lose ?

o angelix 8:26 PM

| don't think you have something to loose doing
the kyc. It's not that doing the kyc we forbid you
to release anythibg.

|s just to start the procedure
| am just the cto

warith 8:27 PV
Ok answer my question so i can do the kyc

o angelix 8:28 PM

| don't want to lie to you. It's not my position in
the company that

warith 8:28 PV

| am ready to do the kyc now with u just answer
my question

o angelix 8:29 PM

But | am sure that if the finding is super high
severity the bounty will be fair enough

warith 8:29 PV

| appreciate your honesty but i need clear
answer fair enough does not help type a

number
angelix is typing

Write a message 6 $ @ 0
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Can | ask, why you are not making the kyc?

warith 8:31 PM

How about i send u the report i will publish 2
hours before i publish it will ur management

look into it ?

o angelix 8:31 PM
As a cto is fair enought for me

warith 8:31 PM
You guys look at it then decide to refund me or
not

Ok let your management know about this and |
will prepare the report

If my claim is right and that your wallet shared
my passphrase then the issue is severe. Based
on this severity will you guys cover my loss

Moreover | don't see a clear bounty program
published that clearly states type of
vulnerability and the bounty

Giving me $10,000 wont cover my loss

Do we have a deal here

Therefore I'm not here for the bounty unless it
covers my lose let me know if we have a deal

here

Write a message C-) $ @ 0
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vulnerability and the bounty
Giving me $10,000 wont cover my loss
Do we have a deal here

Therefore I'm not here for the bounty unless it
covers my lose let me know if we have a deal
here

) Search «!! 4G 10:52 PM @ 65%

A

Warith Al Maawali @wanth20... - 2/14/19
@CoinomiWallet Hi guys your windows
wallet has the file Coinomi.exe which is
not digitally signed are you aware of that ?
That's the main wallet EXE | won't put my
money on app that is not digitally signed
<
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L1/ @CoinomiWallet

Replying to @warith2020

Apologies for the inconvenience, we are
uploading the digitally signed version of
the Windows installer.

1210 AKA . DFMEMO . Tundbar WAlakl Cliasd

Tweet your reply

© Q ) &

Your team has deleted coinomi reply do u know
how bad is that ?

Write a message 6 $ @ 0
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A coinomi
8 ~* = : .
L1/ @CoinomiWallet

Replying to @warith2020
Apologies for the inconvenience, we are

uploading the digitally signed version of
the Windows installer.

12+1MN ARA . DMEMAO . Tuwntbme WAlakls Mlismsd

Tweet your reply

© Q 2 &

Your team has deleted coinomi reply do u know
how bad is that ?

angelix 8:39 PM

This tweet is not correct. As you mention after,
the installer was always signed

warith 8:39 PV
Installer was signed but not the main app &

angelix 8:39 PM
About the report

warith 8:40 PM

That was just running away from a fact
angelix is typing

Write a message 6 $ @ 0
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uploading the digitally signed version of
the Windows installer.
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Tweet your reply

© Q 2 =

Your team has deleted coinomi reply do u know
how bad is that ?

angelix 8:39 PM

This tweet is not correct. As you mention after,
the installer was always signed

warith 8:39 PV
Installer was signed but not the main app &

angelix 8:39 PM
About the report

warith 8:40 PM
That was just running away from a fact

o angelix 8:40 PM

If | can have some time with the report so that |
investigate and talk to the management would
be great

warith 8:40 PM
Ok i will give u time that is not an issue

Write a message 6 $ @ 0
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waritn 10:24 PVl

Report is ready

Are u here?

e angelix 10:46 PM

Give me 3 hours to get back to office

warith 10:48 PV
| will paste u the link here

Just a quick reminder as | am sending the report
the only thing that will stop me from spreading
this report is u guys refunding my lose in full if u
highly appreciate the findings then u can
consider the bounty but my concern is to get
back my life savings back u have 12 hours from
now to decide

e angelix 10:48 PM

Ok. Appreciate this

warith 10:49 pm

https://avoid-coinomi.com/files/
report_903483.pdf

cleanme

Write a message



ool Ooredoo 4G (VPN 8:53 AM @ 100% ()

. ¢ angelix G

T

now to decide

e angelix 10:48 PM - Yesterday

Ok. Appreciate this

warith 10:49 PM - Yesterday

https://avoid-coinomi.com/files/
report_903483.pdf

cleanme

22-60-F6-b4d@5f505#ea24-5C-7#2
Link + username + password

warith 1:46 AM
3 hours past have you looked into the report?

angelix 3:44 AM
Just got It

e angelix 5:58 AM

it seems there is an issue here with jxbrowser, |
am forwarding the report so we can start
communications about bounty and everything
else, so please hold on the report. lets talk in
the morning,

Write a message 6 $ @ 0
=
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warith 10:49 PM - Yesterday

https://avoid-coinomi.com/files/
report_903483.pdf

cleanme

22-60-F6-b4d@5f505#ea24-5C-7#2

Link + username + password

warith 1:46 AM
3 hours past have you looked into the report?

angelix 3:44 AM
Just got It

angelix 5:58 AM

it seems there is an issue here with jxbrowser, |
am forwarding the report so we can start
communications about bounty and everything
else, so please hold on the report. lets talk in
the morning,

warith 9:00 AM
My funds back + bounty this was the deal

Write a message 6 $ @ 0
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cleanme

22-60-F6-b4d@5f505#ea24-5C-7#2
Link + username + password

warith 1:46 AM
3 hours past have you looked into the report?

angelix 3:44 AM
Just got It

angelix 5:58 AM

it seems there is an issue here with jxbrowser, |
am forwarding the report so we can start
communications about bounty and everything
else, so please hold on the report. lets talk in
the morning,

warith 9:00 AM
My funds back + bounty this was the deal

You have 3 hours left people in Twitter are
asking me about the wallet they are waiting for
my announcement | am keeping my word and
to wait for 12 hours after sending u the report
| hope u guys keep your word as well

Write a message 6 $ @ 0
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warith 1:46 AM
3 hours past have you looked into the report?

o angelix 3:44 AM

Just got It

o angelix 5:58 AM

it seems there is an issue here with jxbrowser, |
am forwarding the report so we can start
communications about bounty and everything
else, so please hold on the report. lets talk in
the morning,

warith 9:00 AM
My funds back + bounty this was the deal

You have 3 hours left people in Twitter are
asking me about the wallet they are waiting for
my announcement | am keeping my word and
to wait for 12 hours after sending u the report
| hope u guys keep your word as well

warith 10:11 AM

By the way

No need to send to JXBrowser its not their fault
they included a function on their components
to enable and disable spell checker but u guys
have missed it and left on'!

Write a message C-) $ @ 0
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g angelix 3:44 AM

Just got It

o angelix 5:58 AM

it seems there is an issue here with jxbrowser, |
am forwarding the report so we can start
communications about bounty and everything
else, so please hold on the report. lets talk in
the morning,

warith 9:00 AM
My funds back + bounty this was the deal

You have 3 hours left people in Twitter are
asking me about the wallet they are waiting for
my announcement | am keeping my word and
to wait for 12 hours after sending u the report
| hope u guys keep your word as well

warith 10:11 AM

By the way

No need to send to JXBrowser its not their fault
they included a function on their components
to enable and disable spell checker but u guys
have missed it and left on!

o angelix 10:36 AM

't was an update of jxbrowser that turned this
thing on by default

Write a message C-) $ @ 0
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am forwarding the report so we can start
communications about bounty and everything
else, so please hold on the report. lets talk in
the morning,

warith 9:00 AM
My funds back + bounty this was the deal

You have 3 hours left people in Twitter are
asking me about the wallet they are waiting for
my announcement | am keeping my word and
to wait for 12 hours after sending u the report
| hope u guys keep your word as well

warith 10:11 AM

By the way

No need to send to JXBrowser its not their fault
they included a function on their components
to enable and disable spell checker but u guys
have missed it and left on'!

o angelix 10:36 AM

't was an update of jxbrowser that turned this
thing on by default

warith 10:38 AM
Since 2016 it was on &3 check their website

Any how | am waiting for your reply

Write a message C-) $ @ 0
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not i am pretty sure authorities will make them
triple what i am asking for now as my sole right
for the lose because of ur wallet mess

Until this point u don’t know how it effected ur
users!!l dude u sent their passphrase in clear to
third party now u are not sure how u affected
them

angelix 11:03 AM
t's a complex issue, it was throught ssl

In a Google api
How someone was able to intervine?

warith 11:05 AM

Complex ? Send me ur crypto currency wallet
passphrase via ssl now and i will show how
simply | wipe the funds for u

angelix 11:06 AM

The data was encrypted when reached Google
servers

warith 11:09 AM

My friend google servers gets it in clear text u
better be serious now i am not here to give
lessons about how ssl works i am here to get
my stolen assets back

Write a message C-) $ @ 0



